July 16, 2026

Dear Mayor Her,

Yesterday, to the disappointment of many, the Saint Paul Board of Water Commissioners voted in favor
of a five-year contract with the Israeli firm, Waterfall Security Solutions. Objections to that contract
include:

Israel is an apartheid state that has been found to be plausibly committing genocide against the
Palestinian people. On January 26, 2024, the International Court of Justice issued binding
provisional measures on Israel to prevent further genocidal acts, many of which have been
ignored.

Waterfall holds contracts with the Israeli government and the IDF, making it complicit in
apartheid and genocide. Waterfall's founder and CEO has boasted of conducting "offensive
cybersecurity" operations for the Israeli government, raising additional concern about the level
of its complicity.

A precedent for economic disengagement from apartheid nations was set in the case of South
Africa.

A 1986 opinion issued by the United State Department of Justice held that state and local efforts
to confront apartheid through divestment were lawful, constitutional, and did not interfere with
the federal governments authority in foreign affairs.

The five-year contract was not necessary. SPRWS already holds a contract with Waterfall that
extends through October 1, 2028. The existing contract also has an annual renewal provision
that is advantageous to the City. That provision was inexplicably abandoned in the new contract.
The procurement process has been flawed, and biased in favor of Waterfall, from start to finish.

Assuming that the contract must still be judged compliant by the Department of Human Rights and
Equal Economic Opportunity (HREEO), I request that you place a pause on that process until such time
as the City has assessed the human rights abuses of Israel, and its desired relationship with that
apartheid nation going forward.

In response to a demand that the evaluation committee look into the Israeli government's human rights
abuses and Waterfall's potential complicity, HREEO Department Director Andrea Ledger wrote the
following:

The City’s procurement process evaluates proposers based on the criteria published in the
solicitation and objective responsibility standards established by applicable law and
procurement policy. The City does not conduct independent investigations into political
matters or geopolitical issues that are outside the scope of the solicitation, operational
requirements, and applicable procurement regulations. Additionally, any determination
regarding vendor disqualification would need to be conducted in accordance with the
debarment and suspension process in City Legislative Code Section 185.01.

While such investigations may indeed be beyond the charge of the evaluation committee, they should
not be dismissed by the HREEO Director who oversees contract compliance and has the power and



duty to foster “the maximum possible degree of equal opportunities and equal rights for all persons”,
especially when sufficient evidence for disqualification is available in the public realm.

Concerns about the impartiality of the HREEO Director extend beyond her refusal to take apartheid
and genocide into account. Previously, she signed off on the original no-bid contract extended to
Waterfall, a contract that by state law required at least two quotations. It has yet to be ascertained
whether another purchase from Waterfall, an OPC UA module and support plan worth $37,375.00, was
compliant with state law. Most disturbing though, is her interference in the affairs of the HREEO
Commission, an independent body with the power to hear complaints from the public, and to advise the
HREEO Director. In what would be an abuse of her position as Director, she appears to have blocked
the Commission from considering a public request.

Activists approached the HREEO Commission in October of 2025 with a request to address the issue of
Saint Paul’s relationship with Israel by way of a resolution calling for economic disengagement. When
the Commission produced a ceasefire resolution one month later that was silent on economic
disengagement, the Chair of the Commission was asked about the omission. She replied that the
Commission has “boundaries”, and was not allowed advise on the issue of divestment. Asked where
that directive came from, the Chair said it was “Andrea Ledger”. At the November meeting of the
Commission, when the matter was again on the agenda, Director Ledger told members of the
Commission that there is nothing in the legislative code that “allows” it to advise on the issue. Of
course, there’s nothing in the code that prohibits it either.

Please place a pause on certifying the contract as compliant. The City's staff is in need of direction on
how it is to approach matters related to Israel. And if the HREEO Director used her power and
influence to block the consideration of an entirely legitimate issue for the HREEO Commission to
address, she should not be trusted to impartially oversee procurement related to that issue.

I welcome your response, and a meeting if possible.

Sincerely,
Mike Madden



