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Israel is an apartheid nation. Its Law of Return, Nation State Law and, most recently, Death Penalty for 
Terrorists Law are designed to perpetuate Jewish supremacy over the indigenous Palestinian 
population. In practice, the pillars of apartheid have been present in Israel and the Occupied Palestinian 
Territories for decades: ethnic/religious classification, geographic separation, segregated infrastructure, 
discriminatory laws, discriminatory enforcement of the law, separate courts, and separate prisons.

Israel is also credibly accused of genocide. In January of 2024, the International Court of Justice found 
that Israel was plausibly committing genocide in Gaza. Since that time, several respected human rights 
organizations including Amnesty International, Human Rights Watch, and the International Association 
of Genocide Scholars have determined that the threshold for genocide has been met.

The non-violent strategy of economic isolation was successful in forcing South Africa to dismantle its 
system of apartheid. By the end of 1989, 26 states and over 90 cities had taken some form of binding 
economic action against South Africa. Many cities used selective purchasing policies, whereby 
preference in bidding on contracts was given to companies that did not reside in, or do business with, 
South Africa.

The dire situation in Gaza and the West Bank demands similar action today.

At least one Water Commissioner has expressed concern that a ‘no’ vote on the recommended contract 
with Waterfall would constitute discrimination on the basis of national origin, and therefore transgress  
legal obligations of this Board.

In 1986, the US Department of Justice found that state and local efforts to confront apartheid in South 
Africa were lawful.

https://www.justice.gov/olc/opinion/constitutionality-south-african-divestment-statutes-enacted-state-
and-local-governments

The opinion clearly states that such laws "survive constitutional scrutiny". It goes on to say:

The divestment laws do not place an impermissible burden on foreign commerce. Under the 
market participation doctrine, the Supreme Court has held that proprietary, as opposed to 
governmental, actions of state and local governments may be shielded from the strictures of 
the Commerce Clause. The divestment laws fall within that doctrine. Nor do such laws 
represent an unconstitutional interference with the federal government’s foreign affairs 
power.

This opinion applies to apartheid Israel today. Punitive measures imposed on a nation that 
embraces a de jure system of apartheid, and is credibly accused of genocide, is not in itself 
discrimination. It is an attempt to remedy grave injustice.

For those who would forgo the South African model of confronting apartheid, and believe that 
individual companies should not be sanctioned for merely residing in the apartheid state, you are 
reminded again of the background and recent statements made by Waterfall’s founder and CEO, 
Lior Frenkel. After a six-year stint in the Israeli Air Force doing “the intelligence part of the 
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business”, Mr. Frenkel founded a company that conducted “offensive cybersecurity” for the 
Israeli government. In light of all the nefarious cyber weapons employed by Israel, the Stuxnet 
virus, Pegasus, Lavender, Where’s Daddy, and exploding pagers, this should be a red flag for all, 
and ample predicate for an investigation by the Department of Human Rights and Equal 
Economic Opportunity.

This procurement process has been a sham from the start, and biased in favor of Waterfall 
Security Solutions. The original 2024 agreement, Contract 4889, was non-competitive and the 
single source justification faulty. Presented with a critique of the process, the SPRWS 
Information Services Manager did not proceed with corrective measures, but rather instructed 
staff that “we need to build our case to continue to support this system”. Recognizing that “it may 
appear like we presented a weak argument for single source”, she also sought to retrospectively 
bolster the justification asking the City’s Chief Information Security Officer if there was any 
precedent for “use[ing] single source for cybersecurity reasons”. Somehow, the Information 
Services Manager was subsequently appointed to the evaluation committee.

The enabling resolution for the RFI that followed was comically biased. Thanks to the efforts of 
Commissioner Coleman, some of that biased language was removed, but the true purpose of the 
RFI can still be found in the BOWC minutes of September 2025: “To affirm the use of Waterfall 
Security Solutions’ unidirectional gateway technology”.

Suspecting the Waterfall bias at SPRWS to be chronic, a preview of the RFI’s language was 
requested, but denied. Suspicions were confirmed upon its issuance:

This RFI is for informational purposes only and no contract will be awarded as a result. 
Participation or lack of participation in this RFI will have no impact on the evaluation of 
responses to any subsequent RFP or Invitation to Bid (ITB).

SPRWS may request vendor demonstrations based on the responses received.

Participation in demonstrations will not obligate SPRWS to issue a further solicitation or 
award a contract.

Respondents are responsible for all costs incurred in preparing responses or participating in 
demonstrations.

It is not surprising that the RFI garnered only two submissions, one of them from Waterfall. Its 
language made clear that participation would be a waste of time.

Still, the RFP enabling resolution of January 13, 2026 was encouraging. It called broadly for a “secure 
OT to IT data transfer solution”, seemingly open to proposals of all available technologies. However, 
when the RFP was issued, its scope was narrowed to a single technology, the unidirectional data diode, 
which just so happens to be the existing technology purchased from Waterfall.

As for the amended contract before you, the five-year extension and the elimination of the annual 
renewal provision are troubling. The current contract with Waterfall is set to auto-renew on 
August 1st, and the annual renewal provision is an advantageous option for the City. These 
changes to the terms of the original contract seem designed to shut down anti-apartheid and anti-
genocide activists who wish to engage with the City at moments when change is possible. A ‘no’ 



vote will not leave SPRWS without cyber protection, but it will allow the City annual 
opportunities to change its mind.

The enabling resolution for the RFP sought a cybersecurity solution that “provides the best 
overall value for the utility and its ratepayers”. It is unknown how apartheid and genocide factor 
into the utility’s calculation of value when contracting with a company headquartered in Israel, 
but ratepayers have been clear; No Blood in Our Water!

Veterans For Peace Chapter 27 urges a ‘no’ vote on the proposed contract with Waterfall.
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