Saint Paul Regional Water Services
C/O General Manager Racquel Vaske
1900 Rice Street

Saint Paul, MN 55113

July 19, 2025

Dear General Manager Vaske,

We, an ad hoc committee formed to cut the Waterfall contract, write in regard to the procurement
process for the Waterfall Security Systems contract that came into effect on October 1, 2024.
Attached you will find responsive documents, including the Single Source Justification Form, that
we received from the City of Saint Paul regarding the matter.

There is a section of the form that reads:
NOTE: The following are unlikely to be sufficient single source justifications:
Under that heading is the following bullet point:
* Agency perception that the vendor is the best qualified (this should be determined through a

competitive process)

The documents indicate that the vendor, Waterfall, was chosen following nothing more than an
internet search using the key words:

[Waterfall Security competitors] and [Waterfall Security Certifications and alternatives]

In the DESCRIPTION OF GOODS AND/OR SERVICE REQUIRED, the following language is
found:

The WF-500 Unidirectional Security Gateway provides unbreachable Industrial Protection
enabling safe IT/OT integration, secure remote access, and unlimited industrial network
monitoring. Replacing just one layer of firewalls with Unidirectional Gateways in an industrial
network environment provides OT networks with an unbreachable level of protection, even against
the most sophisticated modern cyber-attacks.

That language appears to be lifted verbatim from a sales pitch on the Waterfall website:

https://waterfall-security.com/technology-and-products/wf-500/

The Single Source Justification Form claims that “Waterfall is also certified by the Idaho National
Labs”. Our research found no certification of WF-500 by the Idaho National Laboratory (INL), only
that the product underwent an assessment under a Homeland Security Program in which INL was a
participant. Indeed, Waterfall itself makes no claim of INL certification.

https://waterfall-security.com/wp-content/uploads/2023/11/WF-500-Brochure-digital.pdf

We have previously shared with the Board of Water Commissioners the following ranking of
Waterfall’s cyber-security competitors by the website Tracxn. We note that Waterfall ranks fifth in
the listing.


https://waterfall-security.com/technology-and-products/wf-500/
https://waterfall-security.com/wp-content/uploads/2023/11/WF-500-Brochure-digital.pdf

https://tracxn.com/d/companies/waterfall-security-solutions/
G5r2zTV25IlexxNxxGtxQY5iv2nOh-KVy X QawJIM3zg#competitors-and-alternates

In light of the above information, we are less than confident that the procurement process in 2024
was sufficiently rigorous. We suggest that the issuance of a Request For Proposal (RFP) might be
appropriate prior to the expiration of the Waterfall contract on October 1, 2025.

It is our position that the City of Saint Paul should not be doing business with any companies that
reside in Israel, or are profiting from apartheid and/or genocide. We hope to learn from you whether
or not SPRWS is constrained in any way from considering the economic isolation of Israel in the
selection of its vendors.

Sincerely,

Mike Madden,
for the Committee to Cut the Waterfall Contract
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